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Abstract Engineering secure software systems requires a thorough understanding of the
social setting within which the system-to-be will eventually operate. To obtain such an
understanding, one needs to identify the players involved in the system’s operation, and to
recognize their personal preferences, agendas and powers in relation to other players. The
analysis also needs to identify assets that need to be protected, as well as vulnerabilities leads
to system failures when attacked. Equally important, the analyst needs to take rational steps
to predict most likely attackers, knowing their possible motivations, and capabilities enabled
by latest technologies and available resources. Only an integrated social analysis of both
sides (attackers/protectors) can reveal the full space of tradeoffs among which the analyst
must choose. Unfortunately, current system development practices treat design decisions on
security in an ad-hoc way, often as an afterthought.
This paper introduces a methodological framework based on i∗ , for dealing with security
and privacy requirements, namely, Secure-i∗ . The framework supports a set of analysis
techniques. In particular, attacker analysis helps identify potential system abusers and their
malicious intents. Dependency vulnerability analysis helps detect vulnerabilities in terms
of organizational relationships among stakeholders. Countermeasure analysis supports the
dynamic decision-making process of defensive system players in addressing vulnerabilities
and threats. Finally, access control analysis bridges the gap between security requirement
models and security implementation models. The framework is illustrated with an example
involving security and privacy concerns in the design of electronic health information systems.
In addition, we discuss model evaluation techniques, including qualitative goal model analysis
and property verification techniques based on model checking.
Key words:

security; requirements analysis; social networks; actor model

Liu L, Yu E, Mylopoulos J. Secure − i∗ : Engineering secure software systems through
social analysis. Int J Software Informatics, 2009, 3(1): 89–120. http://www.ijsi.org/16737288/3/89.htm

* This work is sponsored by the NSF China (No. 60873064), the National (863) High Technology
Research and Development Program of China (Nos. 2006AA01Z155, 2007AA01Z122) and National
Key Research and Development (973) Program of China (No. 2009CB320706).
Corresponding author: Lin Liu, Email: linliu@tsinghua.edu.cn
Manuscript received 2008-07-08; revised 2008-07-23; accepted 2009-07-08.

90

1

International Journal of Software and Informatics, Vol.3, No.1, March 2009

Introduction

Security, and privacy to a lesser extent, has been active research areas in computing for a long time. Methods and techniques have been developed to protect data,
programs, and more recently services, from attacks or other infringements through
mechanisms such as access controls and firewalls. However, most techniques were
developed for earlier generations of computing environments that were largely within
a single, closed jurisdictional control – such as a single enterprise with a well-defined
boundary. The open Internet environment, together with new business and organizational practices, has increased the complexity of security and privacy considerations
dramatically. In such a setting, a system could potentially be interacting and sharing
information with a large number of other systems, often on ad hoc and dynamically
negotiated configurations. Traditional models and techniques for characterizing and
analyzing security and privacy are ill-equipped to deal with the much higher social
complexity that is implicit in this new internet services setting.
In this paper, we propose a methodological framework, Secure-i*, for analyzing
security requirements based on the concept of strategic social actors. The framework
offers a set of security requirements analysis facilities to help users, administrators
and designers better understand the various threats and vulnerabilities they face,
the countermeasures they can take, and how these can be combined to achieve the
desired security results within the broader picture of system design and the business
environment. Moreover, the analysis process is integrated into the usual requirements
process, so that security and privacy are taken into account from the very start all at
once.
i∗ was originally designed to model the social networks in the organizational setting. Applying it in the case of security and privacy needs a thorough understanding
to the modelling language constructs and the nature of security and privacy problem.
The Secure-i* approach is not an extension to the modelling notation, but an enrichment of the semantics of existing modelling concepts. It puts forward a new way of
using i∗ to address issues in security requirements modelling and analysis. Major advantage of using i∗ in comparison with other approaches such as misuse cases, or goal
analysis is that the strategic actors modelling makes explicit the intentions, conflicts
and interactions between the attacker and the defender. It is useful in addressing
security and privacy issue due to the intentional, strategic and social nature of the
problem, while concepts from i∗ provide effective analysis tool to such problems.
This paper extends our previous work on security and privacy requirements modelling and analysis within a social setting[34] by further elaborating on the modelling
concepts and model evaluation mechanisms related to security and privacy. We
use role-based modelling to study patterns of relationships such as trust relations,
attacker-defender relations at various levels of abstraction[53, 60] . These patterns can
be selectively applied and combined for analyzing specific system configurations later
on. Based on our previous works in agent-oriented software engineering[59] and nonfunctional requirements[15] , we recognize that, as with other non-functional requirements, security and privacy goals must be identified and dealt with starting from the
earliest stages of a software engineering process[60, 61] . Security and privacy issues
originate from human concerns and intents, and thus should be modeled through
social concepts[33, 61] . Social concepts are extended to cover relationships among soft-
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ware systems and components. Agent-based models enable richer descriptions and
analysis techniques about internet-based environments, especially ones involving intelligent agents. Based on these models, knowledge-based decision support tools can
help identify alternatives, detect conflicts and synergies, understand related implications and consequences, and through a systematic process, eventually arrive at
appropriate combinations of proven policies, procedures, devices, and mechanisms to
achieve the desired levels of security.
Designing for security and privacy amounts to answering questions such as: “Who
is likely to attack the system? By what means might a specific attacker attack the
system? Whose privacy is at risk? How to defend the system from these threats?
What are the side effects of adding particular countermeasures?” Yet, there is no
systematic analysis technique through which one can go from answers to these questions to particular security and privacy solutions. Our proposal is intended to provide
mechanisms that explicitly relate social concerns with the technologies and policies
addressing these concerns.
Section 2 first introduces related work in security modelling and analysis, then
introduces the basic requirement analysis process supported by i∗ . We base our example on information from the Guardian Angel (GA) project[54] , which involves a patient
and physician supporting system using software agents, and the Canada Health Infoway Electronic Health Record Privacy and Security Requirements Project[12] , which
investigates the security and privacy requirements regarding Electronic Health Record
related Information Services. Section 3 discusses the extended modelling process and
a set of security- and privacy-related analysis techniques. Section 4 describes particular model evaluation techniques – goal-based evaluation and model property checking.
Section 5 and section 6 discuss related work and summarize the results of the paper.
2

Related Work

In this section, related work in security requirements engineering are first introduced, then the basic requirements modelling notation and processes of the i∗
framework is illustrated with the Guardian Angel example.
2.1

Related work in security modelling

Security and privacy-related requirements engineering is a cross-disciplinary effort, with synergistic theories, methods and techniques from several research areas,
including requirements engineering, information and network security, policy development, and business process and organization management. Formal security models
are reviewed first, followed by security management frameworks from main stream
security research literature review.
2.1.1

Models and frameworks on security

Security Models
Formal models have been an important part of computer security since mainframe
computing[47,48,32] . There are both security policies written in natural language and
security models using mathematical formalisms that can provide precise formulation
of the policies for implementation. Since security models are idealized abstractions,
their application in real life requires a series of translations, involving interpretation
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and decision making at each stage. Organizational structures must be analyzed so as
to select the appropriate models, or a combination of models.
Security management frameworks
While formal computer security models focus on policies built into the automated
system, the overall security of information and software systems depend very much on
organizational practices. Standards have been defined to promote best practices, e.g.,
ISO 17799 (1999). Security management frameworks, e.g., OCTAVE[1] , CRAMM,
FRAP[42] , are oriented towards decision making from a business perspective, leading
to management, operational, and technical requirements and procedures. Although
few frameworks have explicit information models, they do have implicit ontologies
revolving around key concepts such as asset, attack, threat, vulnerability, countermeasure, and risk.
The main focus of these frameworks is on prescriptive guidelines. Tables and
charts are used to enumerate and cross-list vulnerabilities and threats. Potential
countermeasures are suggested. Risks are computed from potential losses arising
from estimated likelihood of threats. Since quantitative estimates are hard to come
by, most assessments rely on ratings such as low, medium, high. These approaches
provide a good basis for security requirements analysis which can mediate between
business reasoning from an organizational perspective and system design reasoning
from a technical perspective[21, 38] . Further extensions could incorporate economic
theories and reasoning[5] .
2.1.2

Software systems design frameworks

Work originated from the security side are considered now, related work in software engineering and information systems engineering will be examined next.
Security Extensions to UML. Given the widespread adoption of UML
for software design, it is natural to extend UML to address security engineering.
UMLsec[29, 30] and SecureUML[37] are two UML profiles that provides for the specification of security features. Standard UML extension mechanisms including stereotypes and tags are used to express security requirements and assumptions about the
environment. Example security stereotypes include: secure links, secure dependency,
and fair exchange. To support analysis, constraints are used to specify criteria on
whether the requirements are met by the system design. Automated formal analysis
techniques such as model checking and automated theorem proving can be applied to
analyze constraints represented as temporal logic formulas.
The ontology of UML, consisting of objects and classes, activities, states, interactions, and so forth, with its security-oriented extensions, are useful for specifying
the technical design of security features and functionalities, but does not support the
reasoning that lead up to those requirements and designs. Technical design notations
are useful for recording the results of decisions, but do not offer support for arriving
at those decisions.
Extensions to information systems modelling and design. In the information systems area, Pernul[43] proposes Secure Data Schemas (extension of EntityRelationship Diagrams) and Secure Function Schemas (extension of Data Flow Diagrams). In Refs.[46, 26], these models are extended to include a business process
schema, with tasks, data/material, humans, legal bindings and information flow, and
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an organizational schema with role models and organization diagrams to describe
which activities are done where and by whom. Other information systems security
approaches include the Automated Secure System Development Method[9] and the
Logical Controls Specification Approach[8] .
These approaches illustrate the extension of conventional information systems
approaches to incorporate security-specific concepts. Different concepts are added to
each level of modelling, e.g., database schemas, process or function schemas, workflow
schemas, and organization diagrams. As with UML extensions, these approaches tend
to emphasize the notation needed to express security features in the requirements
specification or design descriptions and how those features can be analyzed. However,
the notations (and the implied ontology) do not provide support for the deliberations
that lead up to the security requirements and design.
Responsibility modelling.
A number of approaches center on the notion of
responsibility. In Ref.[53], when an agent delegates an obligation, the agent becomes
a responsibility principal, and the receiver of the delegation process is a responsibility
holder. An obligation is a high-level mission that the agent can fulfill by carrying out
activities. Agents cannot transfer their responsibilities, only their obligations. Three
kinds of requirements are derived from responsibilities: need-to-do, need-to-know and
need-for-audit. The need-to-know requirements relate to security policies – which
subjects (e.g., users) should be allowed to access which objects (e.g., files, etc) so
that they are able to fulfill their responsibilities. Reference [7] adopts a responsibilities analysis approach, incorporating speech acts theory. The Model for Automated
Profile Specification (MAPS) approach[44] uses responsibilities and role models to
generate information security profiles (such as access control) from job descriptions
and organizational policies.
2.1.3

Requirements engineering approaches to security

While security needs to be integrated into all stages of software engineering,
there is general agreement that integration starting from the earliest stages is essential. It is well known that mistakes early in the software process can have far
reaching consequences in subsequent stages that are difficult and costly to remedy.
In requirements engineering research, a large part of the effort has been devoted to
verifying that the requirements statements are precise, unambiguous, consistent, and
complete. Recently, more attention has been given to the challenge of understanding
the environment and context of the intended system so that the requirements will
truly reflect what stakeholders want.
Goal-oriented requirements engineering
Traditional requirements languages for software specification focus on structure
and behavior, with ontologies that center around entities, activities, states, constraints, and their variants. A goal-oriented ontology allows systems to be placed
within the intentional setting of the usage environment. Typically, goal-oriented requirements engineering frameworks employ AND/OR tree structures (or variants) to
analyze and explore alternate system definitions that will contribute to stakeholder
goals in different ways. Security can be readily integrated into such a framework since
attacks and threats interfere with the normal achievement of stakeholder goals. Security controls and countermeasures can be derived from defensive goals to counteract
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malicious actions and intents.
The NFR Framework treats security as softgoal among other ‘non-functional’
and ‘quality’ requirements. The NFR framework[14, 15] is distinctive from most of the
above cited approaches to security in that it does not start with vulnerabilities and
risks, nor start from security features and functions. It starts by treating security as
one among many non-functional requirements. As with many other non-functional
requirements such as usability, performance, or information accuracy, security is view
as a goal whose operational meaning needs to be interpreted according to the needs of
the specific application setting. This interpretation is done by a series of refinements in
a goal graph until the point (called operationalization) where subgoals are sufficiently
concrete as to be accomplishable by implementable actions and mechanisms, such as
access control mechanisms or protocols. At each stage in the refinement, subgoals are
judged to be contributing qualitatively to the parent goals in different ways. Because
the nature and extent of the contribution requires judgment from experience and
possibly domain expertise, the term softgoal is used, drawing on Simon’s notion of
satisficing[51] .
The NFR framework thus offers a systematic approach for achieving “good
enough” security, a practical objective in real life[49, 50] that have been hard to achieve
in conventional mathematical formalisms. A formal treatment of the satisficing semantics of softgoals is offered in Ref.[15].
The NFR framework is also distinctive in that it allows security goals to be
analyzed and understood at the same time as other potentially competing requirements are being considered, for example, usability, performance, maintainability and
evolvability. In the past, it has been difficult to deal with these non-functional requirements early in the development life cycle. Typically functional requirements
dominate the design process. Experienced and expert designers take non-functional
requirement into account intuitively and implicitly, but without support from systematic frameworks, languages, or tools. The softgoal graph approach acknowledges that
security needs to compete with other goals during requirements analysis and during
design. Different aspects of security may also compete with each other. The NFR
goal-oriented approach supports reasoning about tradeoffs among these competing
goals and how they can be achieved. Beyond clarifying requirements, the NFR softgoals are used to drive subsequent stages in system design and implementation, thus
offering a deep integration of security into the software engineering process.
A related body of work is in quality attributes of software architecture, for example, the ATAM approach[31] for architectural evaluation. Many of the basic elements
are similar to the NFR framework. The classification of quality attributes and mechanisms (for security and other attributes), however, are viewed from an evaluation
viewpoint. The taxonomy structure of quality attribute is not seen as goals to be elaborated based on trade-offs encountered in the particular system. Quality attributes
are concretized in terms of metrics, which are different for each quality, so trade-offs
are difficult across different metrics.
The KAOS framework - Goals, Obstacles, and Anti-goals. KAOS is
a goal-oriented requirements engineering framework[55,17,56,57,58] that focuses on systematic derivation of requirements from goals. It includes an outer layer of informally
specified goals, and an inner layer of formalized goal representation and operations
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using temporal logic. It is therefore especially suitable for real-time and safety critical
systems. Refinement patterns are developed making use of temporal logic relationships. The KAOS treatment of security is centered on the concept of obstacles, which
impede goal achievement. The methodology provides techniques for identifying and
resolving obstacles. To incorporate security analysis, attackers present obstacles to
security goals. New security requirements are derived from attack generation and
resolution. Other related work include[50] , in which tree structures have been used in
the security community for analyzing the structure of threats, and in the safety community for the analysis of faults and hazards[25] . Experiences from these approaches
can be incorporated into goal-oriented frameworks.
Agent-oriented requirements engineering
A number of extensions to i∗ have been developed to address specific needs
of security modelling and analysis. Mouratidis et al.[40] introduced the concepts of
security reference diagram and security constraints. Common security concepts such
as secure entities, secure dependencies, and secure capabilities are reinterpreted within
the i∗ ontology. The security constraint concept attaches a security-related strategic
dependency to the dependency that it applies to. Secure Tropos[23, 24] introduced
four new primitive relationships related to security requirements: trust, delegation,
offer and owner relation. These new primitives offer an explicit treatment of security
concepts such as permission, ownership, and authority, which allows a more detailed
analysis.
In Ref.[16], a problem-oriented notation based on Problem Frames is used to
represent and analyze security requirements, validation of security requirements is by
construction of a satisfaction argument.
Misuse/abuse cases
Sindre and Opdahl[52] extend use-case diagrams with misuse cases to represent
the actions that systems should prevent. Alexander[2, 3] adds Threatens, Mitigates,
Aggravates links to the use case diagram. McDermott and Fox[39] uses UML to
represent abuse cases.
Use cases are complementary to goal-oriented techniques as they offer different
ways of structuring requirements knowledge[45] . Use cases are action-oriented and
include sequence and conditionals. Goal refinements are (mostly) hierarchical covering
multiple levels of abstraction. In addressing security requirements, the development
of misuse/abuse cases can be assisted by using goal analysis. Conversely, goal analysis
can be made concrete by considering positive and negative use cases and scenarios.
2.2

Requirements analysis with i∗

Designing secure systems requires a comprehensive and integrated approach. It is
necessary to analyze information protection issues as part of the system development
life cycle. To obtain a thorough understanding about the system requirements and
to find an acceptable solution, the steps in Fig.1 are followed. The social modelling
concepts are based on the i∗ framework[59] . The solid lines and boxes on the lefthand side of Fig.1 indicate a series of basic domain requirements analysis steps (step
numbers in parentheses). The steps on the right-hand side are for addressing threats
and countermeasures (step numbers in square brackets).
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Figure 1.

Figure 2.

2.2.1

Requirements elicitation process with i∗ and Secure − i∗

Identified actors and their association relationship in the health care domain

Actor identification

While the main theme of security design is to protect the system from potential
threats, it should first and foremost support the business objectives of stakeholders,
including the missions of relevant enterprises. A simple analogy is that an air transit
system must not close down for fear of air crash or hijack. Thus, a first question to
be answered is: “who is involved in the system service?” In i∗ [59] , an actor is used
to refer generically to any unit to which intentional dependencies can be ascribed.
Figure 2 shows general actors in the health care domain. Actors may be further
differentiated into roles, agents, and positions. A role is an abstract actor embodying
expectations and responsibilities, e.g., Owner, Primary User, and Administrator of
Patient Information, and Provider and Consumer of Health Care Service. An agent
is a concrete actor, human or machine, with specific capabilities and funcationalities,
e.g., Abby Kaye, Dr. Anthony, Ms. Young, GA-PDA and GA-Hospital Module. An
agent can play one or more roles. A set of roles packaged together to be assigned
to an agent is called a position. In Fig.2, Patient is modelled as a position which
bridges the multiple abstract roles it covers, and the real world agents occupying it.
Initially, human actors representing stakeholders in the domain are identified together
with existing machine actors (step (1) in Fig.1). As the analysis proceeds (step (5) in
Fig.1), more actors are identified, including new system agents such as GA System,
GA-PDA, GA-HomePC, and GA Hospital Module, when certain design choices have
been made, and new functional entities are added.
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Goal/Task elicitation in the space of alternatives for a physician opening a new

practice (SR) (This diagram shows the overall goal structure, for a magnified and readable version
see Fig.3(b).)

Figure 3(b).

Partially magnified goal/task elicitation in the space of alternatives for a physician

opening a new practice (SR)

Figure 4.

Dependency relationships in the GA system (SD)

98

2.2.2

International Journal of Software and Informatics, Vol.3, No.1, March 2009

Goal/task/resource identification

System players have different business objectives, perform different tasks, and
possess different assets. During business transactions, such objectives, tasks, assets
will be exposed to, delegated to or used by, other actors in the system. When the
players value different objectives, the sensitivity and criticality of business assets
would be different. Step 2 in Fig.1 answers the question of “What does the actor want
to achieve?” “What is the major task, procedure to be supported by the system?”
“What are the essential resources needed in the system?” By representing essential
business objectives, tasks, resources, responses to the questions above can be modelled
then. As shown in Fig.3, answers to this question can be represented as goals capturing
the high-level objectives of agents. A goal may be “ hard”, referring to a function,
e.g. Dr. Anthony wants Quality Health Care Be Delivered, or “ soft”, referring to a
quality requirement, e.g. Timely Accessibility of Medical Record. Task s are used to
represent the specific procedures to be performed by agents, e.g. Manage Clinicianbased Record. A resource is a physical or informational entity, about which the main
concern is whether it is available. A belief is used to represent a domain characteristic,
a design assumption or an environmental condition.
A goal can be accomplished in different ways. For example, the goal Medical
Record Be Managed can be achieved by performing the task Manage Clinician-Based
Record or Manage Unified Electronic Record. The tasks are connected to the goal
through means-ends links(4). A goal is satisfied if any of its associated tasks is
carried out. A task may be detailed into subgoals, subtasks, resources and softgoals
through Decomposition link (+). All subcomponents of a task must be satisfied in
order to accomplish the task. Such goal/task models can represent the different
alternatives for achieving a goal, elaborate the necessary components for carrying out
a task, and evaluate the positive or negative contributions from tasks to softgoals.
High-level abstract softgoals are reduced into lower-level, more specific softgoals or
operationalized in terms of tasks through contribution link (→). The refinement
of goals, tasks, and softgoals (step (3) in Fig.1) are considered to have reached an
adequate level once all the necessary design decisions can be made based on the
existing information in the model. The i∗ model in Fig.3 is created by running
through steps (2), (3), (4) in Fig.1 iteratively.
2.2.3

Dependency relationship identification

Step (3) in Fig.1 answers the question “ How do the actors relate to each other?”
“Who provides the required resource?” “To whom is the resource exposed? For
what reason is it exposed?” “Why is the resource needed? How is it supposed to be
used?” “What is the criticality of the resource?” In i∗ , intentional relationships are
focused on (e.g., one actor depends on another for a goal to be achieved) rather than
on information exchanges or flows (e.g., what message an actor send to another). A
), as
strategic dependency (SD) model is a network of intentional dependencies (
shown in Fig.4. When the internal rationales of agents are made explicit (as in Fig.3),
it is called a strategic rationale (SR) model.
By analyzing the dependency network in an SD model, one can reason about
opportunities and vulnerabilities. That is, the model may indicate who provides an
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asset (the dependee), and who is the user (the depender) of it by modelling resource
dependencies. Based on this information, one can predict whose business objectives
(the depender) are highly influenced by the asset, whose privacy (the provider’s) needs
to be protected, and who (the, user) has the responsibility to protect it.
The SD model in Fig.4 shows that Abby Kaye depends on GA-PDA to provide
medical instruction (Be Provided [Medical Instruction]). This dependency is accompanied by expectations on Timeliness, Accessibility, and Comprehensiveness of the
Medical Instruction. The model is generated by running steps (3), (4) and (5) in
Fig.1 recursively. As explained above, hiding the internal rationales of actors in an
SR model, turns it into an SD model. Thus, the goal, task, resource, softgoal dependencies presented in an SD model are not added arbitrarily. Rather, they indicate a
necessity of delegation relationship across the actor boundary.
Dependency types are used to differentiate the kinds of freedom allowed in a
relationship. Be Provided [Medical Instruction], being modelled as a goal dependency,
indicates that GA-PDA has full freedom to decide how to provide instruction to Abby
Kaye. Scheduling, Alerting and Notifying, being a task dependency means that GAPDA must follow a prescribed course of action. A resource dependency (e.g., Patient
Data) means that the depended party (dependee) has to make it available to the
depender.
In this paper, i∗ models are shown graphically. Semantics and constraints of i∗
are embedded in the i∗ meta-framework described in Telos [41] . With the support of
Telos, consistency checks between models, scalability management of large project,
and various other knowledge-based reasoning techniques can be applied to i∗ models.
The kind of analysis shown above answers questions such as “ Who is involved in the
system? What do they want? How can their expectations be fulfilled? And what
are the inter-dependencies between them?”. These answers initially provide a sketch
of the social setting of the future system, and eventually result in a fairly elaborate
behavioural model where certain design choices have already been made. However,
another set of very important questions has yet to be answered, i.e., “ What if things
go wrong? What if the GA system does not behave as expected? How bad can things
get? What prevention tactics can be considered?” These are some of the questions
one wants to answer in the security requirements analysis process.
3

Requirements Analysis with Secure-i∗

The dashed lines and boxes on the right hand side of Fig.1 indicate a series of
security specific analysis steps with Secure-i*. These steps are intertwined with the
basic domain requirements engineering process in i∗ , such that threats from potential
attackers are anticipated and countermeasures for system protection are sought and
equipped wherever necessary.
The key points distinguish secure-i* from i∗ include the following:
• i∗ models expected system players, in other words, the “good guys”, who
will behave as what the system designers wanted them to, while secure-i* emphasis
on malicious system players, such as attackers and system abusers, who wanted to
attack the system. Modelling notations for security include: the “attacker” role, and
agent association links linking the “attacker” to the agent hierarchy of normal system
players.
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• i∗ models expected business objectives and system goals, in other words, the
“good purpose”, what the system designers want to achieve, while secure-i* emphasis
on malicious intents from system attackers and system abusers, and how they will put
accessible resources into illicit usage to achieve such “wrong purposes”. Modelling
notation for security include: negative contribution links: break, some- and hurt;
beliefs representing potential attacks; tasks representing countermeasures.
• i∗ dependency analysis look for strongest social links to make things work,
i.e., seek for opportunities of success. Secure-i* dependency analysis look for weakest
social links to explore how things won’t work as expected, i.e. seek for vulnerabilities
of the system. Modelling notation for security include: highlighted vulnerable points
in the dependency network, and dotted arrows going upstream of the dependency
network to find vulnerable points propagation.
Each of these security related analysis steps (from step [1] to step [7]) will be
discussed in detail in the following subsections.
3.1

Attacker analysis

Attacker analysis aims to identify potential system abusers and their malicious
intents. The basic premise here is that all the actors are assumed “guilty until proven
innocent”. In other words, given the result of the basic i∗ requirements modelling
process, any of the actors (roles, positions or agents) identified so far can be a potential
attacker to the system or to other actors. For example, one may ask, “In what ways
can a physician attack the system? How will he benefit from inappropriate information
disclosure?” The attacker analysis steps aim to identify potential system abusers and
their malicious intents.
In this analysis, each actor is considered in turn as an attacker (an actor prototype). This attacker inherits the intentions, capabilities and social relationships
of the corresponding legitimate actor (i.e., the internal goal hierarchy and external
dependency relationships in the model). This may serve as a starting point of a forward direction security analysis (Step [1] in Fig.5). A backward analysis starting from
identifying possible malicious intents and valuable business assets can also be done.

Figure 5.

Modelling attackers in strategic actors model

Proceeding to step [2] of the process, for each attacker identified, the capabilities
and interests of the attacker can be combined with those of the legitimate actor. For
simplicity, an attacker may be modelled as a role or an agent. In order to perform
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the attacker analysis, each role may be played by an attacker agent, each position
may be occupied by an attacker agent, and that each agent may play an attacker role
(Fig.5). The analysis would then reveal the commandeering of legitimate resources
and capabilities for illicit use. The intents and strategies of the attackers are explicitly
represented and reasoned about in the models.
The motives of Attacker may be modelled as intentional elements in an i∗ model.
Generally speaking, an attacker may be motivated by financial incentives, such as insurance deception, or by non-financial ones, e.g., desire for notoriety. These malicious
intents may lead to various attack strategies, such as Financial Theft, Impersonation
Attack, Gain Unauthorized Access, Attack on Privacy, and Publicity Attack.
In executing step [2] of the process (Fig.6), the analysis would reveal the commandeering of legitimate resources and capabilities for illicit use. For example, in playing
the role of Family Doctor, an agent obtains access to certain patient data. While
becoming an attacker, he will be able to sufficiently attain the softgoal of Monetary
Gain by Insurance Fraud (a Make contribution).

Figure 6. Attacker analysis

Applying the above reasoning to the i∗ model in Fig.2, potential attackers to the
system are identified as Patient Attacker, Patient Guardian Attacker, Care Provider
Attacker, Business Associate (e.g., Insurance Company, Drug Company) Attacker and
GA Software Agent Attacker. Here, the term attacker is used to refer to the source
of any threat. Human attackers may attack deliberately, e.g., by committing insurance fraud, hiding malpractice evidence, and putting patient identifiable information
into secondary use. An attack can also be accidental, e.g., accidental disclosure of
embarrassing private information. Software agents can be threats as instruments of
malicious human agents (e.g. they can be compromised through “hacking” or “sniffing”) or simply through malfunctions, e.g., misunderstanding of user instructions,
executing instructions improperly, perform tasks not intended by the user. In any
case, software agents are considered as attackers to the system just the same as human attackers.
The attacker identification approach introduced above observes that all attackers
are insider attackers. We set a system boundary, then exhaustively searches for possible attackers. In light of this, random attackers such as Internet hackers/crackers, or
attackers breaking into a building can also be dealt within this framework by being
represented as sharing the same territory with their victim. By conducting analysis
on the infrastructure of the Internet, attackers can be identified by treating Internet
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resources as resources ini∗ model. By conducting building security analysis, break-in
attackers, or attackers sharing the same workspace can be identified. In Ref.[61], an
opposite assumption is adopted, i.e., assume there is a trusted perimeter for each
agent, all the potential threats source within this trusted perimeter are ignored, only
threats outside the perimeter will be protected.

Figure 7. Strategic rationale (SR) model of Internet attackers

Figure 8. Strategic rationale model of insider attackers of an organization
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Dependency vulnerability analysis

Dependency vulnerability analysis aims at identifying the vulnerable points in
the dependency network (step [3] in Fig.5). A dependency relationship makes the
depender inherently vulnerable. Potential attackers may exploit these vulnerabilities
to actually attack the system, so that their malicious intents can be served. Secure
i* dependency modelling allows a more specific vulnerability analysis because the
potential failure of each dependency can be traced to a depender and to its dependers. The questions one wants to answer here are “which dependency relationships
are vulnerable to attack?”, “What are the chain effects if one dependency link is
compromised?” The analysis of dependency vulnerabilities does not end with the
identification of potential vulnerable points. It is necessary to trace upstream in the
dependency network, and see whether the attacked dependency relationship impacts
other actors in the network.
Figure 8 shows a simplified version of the SD model of Fig.4. It is assumed that
each of the actors in the SD model can be a potential attacker. And as an attacker,
an actor will fail to deliver the expected dependencies directed to it, of whom it is the
dependee. For instance, Abby Kaye depends on GA System for Privacy. To analyze
the vulnerability arising from this dependency, the case where the Insurer Agent is
not trustworthy is considered. And we try to identify the potential attacks by answering question of “In what possible ways could the attacker break this dependency
relationship?” To do this, we elaborate on the Attacker role Played by Insurer Agent.
Starting from attacker’s potential motivations, we refine the high-level goals of the
attackers (and possible attack routes) based on analysis of the SD and SR models of
the normal operations, e.g., what resources an actor accesses, what types of interactions exist, etc. In this way, we may identify a number of potential attacks that are
sufficient to make this dependency not viable (Break contribution links).

Figure 9. Dependency vulnerability analysis applied to the model of Fig.4

Dependency vulnerability analysis starts by substituting one of the actors in the
basic dependency model with its corresponding attacker identified above, then referring to each incoming dependency link, it asks, “Is it possible that this actor, now as
attacker, does something that the depender does not want?” If the answer is “yes”,
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a dependency attack link will be directed to that dependency. For example, attacker
Insurer Agent may attack the GA Hospital Module by hurting its expectation on Privacy. Graphically, dependency attack links are represented with an arrow annotated
by a link type. According to the different strength of the potential attack, the type
of a dependency attack link can be Break, Hurt, Some-, or Unknown. Each dependency link associated with a dependency attack link indicates a vulnerable point of
the future system.
The analysis of dependency vulnerabilities does not end with the identification
of potential vulnerable points. We need to trace upstream in the dependency network, and see whether the attacked dependency relationship impacts other actors in
the network. The model in Fig.9 shows that the Insurer Agent’s attack eventually
hurts Abby Kaye’s Privacy expectation through a dependency chain passing through
GA-PDA, GA-HomePC, and GA-Hospital Module, all of which are parts of the GA
System. To conduct this analysis, we also need means-ends and task structure information in the SR model. Another example given in Fig.9 is that, when Jerry Potter
is playing attacker, he may break GA-PDA’s expectation on his Integrity, (e.g., by
flooding messages), which will hurt other agents in the GA system. This analysis
process can be repeated for each agent playing attacker role in the i∗ model, so that
an exhausive search can be conducted to identify the vulnerabilities in the entire
dependency network.
3.3

Countermeasure analysis

During countermeasure analysis, system designers make decisions on how to protect security and privacy from potential attackers and vulnerabilities. This type of
analysis covers general types of attacks, and formulates solutions by selectively applying, combining, or instantiating prototypical solutions to address the specific needs of
various stakeholders. The general types of attacks and the prototypical solutions can
be retrieved from a taxonomy or knowledge repository such as the ones in Refs.[6,
15].
Necessary factors for the success of an attack are attacker’s motivations, vulnerabilities of the system, and attacker’s capabilities to carry out the attack. Thus,
to counteract a hypothetical attack, we seek measures that sufficiently negate these
factors. Based on the above analysis, we already understand the attackers’ possible
malicious intentions and system vulnerabilities. Proceeding to step [4], we now focus
on how an attacker may attack the vulnerable points identified above by exploring
the attacker’s capacities.
As shown in Figs.5-8, it is an attacker’s normal roles that bring him/her the
capabilities to perform system tasks and to access system resources. By abusing such
legal capacities or exploiting certain design vulnerabilities, an attacker may achieve
its undesirable objectives. Although software attackers pose different kinds of threats
compared to human attackers, who actively perform tasks they are not supposed to,
software agents may act on behalf of humans manipulating them.
In Fig.10, Abby’s GA-PDA depends on Peer GA-PDA to provide medical information and transmitting doctor’s instructions. The impacts of a Peer GA-PDA As
Attacker’s various attacks are explored by doing softgoal refinement and evaluation,
e.g., softgoal Privacy is refined to sub-softgoal Confidentiality, while Accessibility is
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refined to Availability (Ref.[15] provides more detailed refinements of softgoals). Their
impacts to the dependencies are evaluated with a qualitative labeling algorithm[15] in
the same way that goals in the basic i∗ requirements models are addressed. The labels
are defined as follows: Satisficed (X), Weakly Satisficed ( ), Conflict/irresolvable
( ), Undecided ( ), Weakly Denied ( ), Denied ( ). When certain types of attacks
are identified: Theft of Permission, Deliberate Disclosure, Wiretapping, Substituting & Inserting, Modification of System, Jamming, or Overloading, dependencies on
Security, Privacy, Correctness of Information, Accessibility, and Timeliness are compromised.

Figure 10. Attacks and threats identification

Figure 11. Countermeasure analysis
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In Fig.11, the defender’s countermeasures to these threats are sought by doing
means-ends (“how ” and “how else”) analysis (step [5] in the security analysis procedure). Prevention and protections such as User Authentication Mechanism, Requiring
User Authorization for Information Passing, Transmitting Info in Encrypted Format,
Auto-Recovery Mechanism, Using High Efficiency Network and Daily Refreshing of
Medical Instruction are added into the system design. When each actor is considered
a system defender, the overall evaluation results of security, privacy, timeliness, accessibility, and correctness of medical instruction will be changed.Here, the hypothetical
threats are represented as beliefs, since their existence is based on the designer’s assumption. By evaluating the effects of the countermeasures to the threats (white
clouds shape nodes), we are able to decide if the impacts of the threats are reduced to
an acceptable level. The countermeasure analysis process will iterate until a satisfying
solution is found.
As shown in Fig.1, countermeasure analysis is an iterative process. Adding protective measures may bring new vulnerabilities to the system, so a new round of
vulnerability analysis and countermeasure analysis will be triggered (step [6]).
4

Evaluation

To evaluate the proposed modelling approach, first we need to assess how and
how much it can help structure and validate privacy and security requirements in a
real world problem. In other words, given the social setting of a real case, how much
difference will the requirements modelling approach make in comparison to those identified by a manual process without modelling. We use data from the Canada Health
Infoway (hereafter CHI) Electronic Health Record Privacy and Security requirements
project[12] to run through the proposed modelling process.
4.1

Goal - Based global design model evaluation

Our requirements modelling approach embodies the theoretical view that software design problem can be formalized as: given a set of functional requirements and a
group of candidate design alternatives including different technical features, also given
are the contributions each feature has towards non-functional requirements, we seek
design alternatives that maximize the satisfaction level of preferred non-functional
requirements of stakeholders.
To identify the best design solutions, we use goal-reasoning techniques such as
qualitative goal labeling algorithms[15,22,27] , and quantitative techniques, which uses
probability or other quantitative measures[22] . The following steps need to be taken
to conduct this reasoning process.
• First, we model functional requirements of the system-to-be as a goal hierarchy.
Higher-level goals can be AND-decomposed into required subgoals/tasks/resources,
and OR-decomposed into alternative subgoals/tasks/resources. Here, we call the ORdecomposed goals decision nodes.
• Then, we model concerned non-functional requirements and their refinements
as a softgoal interdependency graph (SIG in NFR[15] ).
• Next, we add contribution links from the alternatives of decision nodes to
softgoals. The contribution type can be one of ++, +, –, or -.
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• Finally, we may conduct bottom-up reasoning procedure, by labeling certain
leaf nodes as Satisfied, or Denied, and evaluate how it affects the Top goals and
Softgoals. Or, we may conduct top-down reasoning procedure, by labelling a Top goal
as Totally Satisfied (TS), Partially Satisfied (PS), Totally Denied (TD), or Partially
Denied (PD).
With the help of i*/Tropos model and tools, we are able to explore a space of
design alternatives of reasonable size. If there are m decision nodes and average n
options at each point, there will be about nm alternatives to be chosen from.
The CHI requirements document was generated by two requirements review sessions conducted by 7 Canadian experts and 25 representatives on EHR Privacy and
Security. Altogether, 28 Privacy requirements and 87 Security requirements are identified in the human requirements process. The model in Fig.3 have incorporated these
new identified requirements with our existing health care domain requirements models, includes 145 nodes and 93 links, which includes 11 decision nodes, with 2-5 options
each. It means that, in total, there are around 43,720 alternative combinations for
a physician to organize and operate his practice. Considering the presence of some
domain constraints expressed separately from the graphical model, not all of these
alternatives are viable. When there is a large space of alternatives to choose from,
system designers will greatly appreciate automated support such as an approximate
ranking according to some predefined criteria.
When ranking design alternatives, a subset of the top goals is selected as critical.
The ranking of design alternatives is determined by the contributions to the critical
softgoals. For instance, one can either rank alternatives according to their overall
contributions to all softgoals, or rank in favor of user’s specific preferences. For
security critical systems, one needs to set security as top goal, while set cost as top
goal when it is of higher priority. In order to balance security, cost, usability, etc, one
should include all these goals in the top goal set. Thus, it allows users to choose a
set of target goals to be satisfied or denied, such that their preferences in evaluating
the design alternatives can be characterized. Security and privacy are treated equally
among other non-functional requirements such as, timeliness, accessibility, usability
and convenience, which is seldom addressed in other approaches to security of privacy.
A series of experiments have been performed using the top-down reasoning procedure
on the goal graph in Fig.3, here 4 experiment scenarios are listed. Results generated
by a goal reasoning tool GR-Tool are collected and listed in Table 1.
In the first experiments Exp1 Quality Health Care Service Be Delivered is defined
as the target goal, which means that we are looking for optimal design alternatives that
satisfy this goal best. In Exp2, Privacy [EHR] is the target and Exp3, Security [EHR]
as target goal, and Exp4, all three are set as target goals, having as a desideratum the
full satisfiability of the target goals. We run GOALSOLVE with the default settings.
Imposing the strict conflict resolve condition GOALSOLVE found the results shown in
Table 1 (Exp1). In fact, the TS value of Quality Health Care Service Be Delivered is
backward propagated down to all elements of the AND/OR tree rooted there. When
one expects to see also how a negative contribution propagates, he may choose to use
a less strict reasoning procedure, i.e., allowing a goal to be satisficed and denied at
the same time. During the experiments, there were several interesting findings, as
shown in the highlighted rows in Table 1.

108

International Journal of Software and Informatics, Vol.3, No.1, March 2009

• The tool helps calculate results of tradeoff alternative design features. For
instance, two alternative ways to obtain knowledgeable consent from user are Written
Consent and Written Authorization, the former out- performs the latter by receiving
TS value in all 4 experiments, while the later receives PS.
• In Exp1, we focus on the top goal Quality Health Care Service Be Delivered in
the system, thus, design alternatives better satisfies functional goals such as Operate
the Practice, Patient Care, are ranked higher. In Exp2, and Exp3, we find designs in
favor of privacy and security respectively. Exp4 returns design alternatives balancing
the satisfactory level of Quality, Security, and Privacy.
Table 1

Experiments results (Partial)

Top Goals (non-input goals and input

Exp1

Exp2

Exp3

Exp4

Exp1,4: Quality Health Care Be Delivered

TS

TD

TD

TS

Exp2,4: Privacy [EHR]

PS

TS

PS

TS

Exp3,4: Security [EHR]

PS

PS

TS

TS

Exp1

Exp2

Exp3

Exp4

Operate the Practice

TS

TD

TD

TS

Patient Care

TS

Patient Referral

TS

Written Consent

TS

goals without any value assigned are omitted)

Input Goals (non-input goals and input goals
without any value assigned are omitted)

TS
TS
TS

TS

TS

Written Authorization

PS

PS

PS

PS

Store in Patient Home PC

TS

PD

PD

TS

Mobile Device

TS

TS

TS

TS

Clinic-based Record

TS

TD

TD

TS

PR13: Log Applications of Consent Directive

TS

PR14: Inform Implications of Consent Directive

PS

PR25: Amending Inaccurate or Incomplete Information

TS

PS

TS
PS
TS

TS

PR26: Challenge Compliance

PD

PD

PD

PD

SR4: Independent Review

TD

TD

TD

TD

SR10: Classify PHI

TS

TD

TD

TS

TS

TS

SR11:Labelling PHI as Confidential
SR13: Addressing User Responsibilities in Terms of Employment

TS

SR15: Confidential Agreements

TS

TS
TS

SR19,20: Protecting EHRi System from Hazards and Disruptions

TS

TS

SR21: Protecting Equipment Off-Premises and During Maintenance

TS

TS

SR22: Disposing of or Reusing EHRi Equipment

TS

TS

SR25: Segregate Duties

PS

PS

SR26: Separate Development and Testing from Operations

TS

TS

SR29: Protection Against Malware

TS

TS

SR30: Securely Backing up Data

TS

SR33: Acknowledging Receipt of Transmitted PHI

TS

Encrypted Data

TS

PS

PS

TS

Protect from Theft

TS

PD

TS

TS

Management of Removable Computer Media

TS

PD

PS

TS

PR17: Collecting Information by Misleading or Deceiving

PS

TS
TD

TD

TS

PS
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• Sometimes the experimental results also indicate missing contribution links
and inappropriate position of goal nodes within the goal hierarchy. For instance, the
evaluation results for SR10: Classify PHI indicates that although this requirement
is identified as a security requirement, it is modelled as a functional goal without
defining its contributions to the relevant softgoals. Another interesting case is that
the requirements SR33: Acknowledge Receipt of Transmitted PHI have the same
evaluation result, but actually it is a functional goal that shouldn’t be considered as
a security requirements.
4.2

CHI privacy requirements suggested design

In the i*/TROPOS approach, each design alternative may lead to a different
configuration of inter-actor dependency relationships. Hence, goal-based evaluation
may involve multiple actors and their dependencies. For example, when an unenforceable dependency relationship arises, the depender actor becomes more vulnerable to
attacks. Thus, such alternatives should receive lower rankings, and when it has to
be part of the design, countermeasures balancing the relationship need to be sought.
Evaluation of dependency relationships are discussed in Refs.[61, 62].
If a manual requirements analysis procedure is considered as a blackbox, the
proposed modelling approach is intended to open up the blackbox, which starts from
rough sketches of a problem, clarifying gradually the security and privacy requirements by query answering and rationale analysis to the problem context. We now
demonstrate how one we conduct the analysis during this investigation. One of the
privacy requirements identified by the CHI Project is stated as follows:
Privacy Requirement 1 Accountable Person
Organization connecting to the EHRi and organizations hosting components of
the EHRi must designate and publicly name an individual who is accountable for
facilitating compliance with applicable data protection legislation.
It suggests that appointing an individual to be accountable for privacy is both an
industry best practice and also a legal requirement under several Canadian Privacy
laws. Building models to reflect this situation, we understand that the softgoal dependency Privacy [PHI] from the Patient leads to two major changes to the existing
system architecture. One is to create a new actor Chief Privacy Officer, another is to
delegate Tasks related to Privacy to the new actor, as shown in Fig.12(a).

Figure 12(a). Modelling CHI privacy requirement 1

However, analyzing the design rationale for this requirements in Fig.12(b), we
can see that there is a trade-off lurking behind this privacy requirement, between two
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design alternatives: Share Privacy Tasks within the Organization vs. Delegate Privacy
Tasks to CPO. The latter is chosen since it positively contributes to the Accountability
of personal health information (PHI), which is a necessary subgoal of Privacy [PHI].
Based on social psychological attribution theory, we know that accountability will help
decide who deserves blame after privacy infringements. Delegating Tasks Related to
Privacy means that the Agent has to set privacy as his highest priority goal, and he
will be highly motivated to improve privacy practices in the organization.

Figure 12(b). Modelling design tradeoffs of PR1

Figure 12(c). Modelling security rationale of PR1

Applying the attacker analysis and countermeasure analysis procedure in Section 3, we conclude that this CPO position actually covers the role of Defender to
privacy related threats against the hypothetical attacker role, as shown in the model
in Fig.12(c).
4.3

Access control policy verification

Access control is used extensively in information systems as a security mechanism
for protecting sensitive information and resources from illegitimate access. Because
correct specification and implementation of access control rules — known as access
control schema or policies — are crucial to the correct functioning of access control
systems, we must analyze the access control schema and verify the correctness of their
implementation before putting them into actual use.
The strategic actor-based requirements analysis with i∗ fits naturally the rolebased access control (RBAC) methodology in software design[48] , and eases the transition from the strategic actor models to a role-based access control model. Thus, we
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may use i∗ models to model access control policies and then refine it into a concrete
implementation. The basic idea for the access control analysis in i∗ is that an actor’s responsibilities or capacities are encapsulated into abstract roles. In i∗ model,
responsibilities and capacities are represented as goals and tasks. Depending on the
tasks actors have to perform, they are granted different access rights to the resource
entities. Graphically, access rights to data objects are represented as resources, whose
names are defined in the form DataObject [permission 1 , . . . ,permission n ]. The i∗
model in Fig.13 shows that Dr. Jones inherits responsibilities of two agent classes:
Family Doctor and Specialist [Amnesia]. As a Family Doctor, he gets full access to
Mr. Smith and Jerry Potter’s medical record. As a Specialist for Amnesia, he obtains
access to Mrs. Lee’s partial medical record: Amnesia Record [Patient, [Open, Read,
Append, Transfer]].

Figure 13. Access control analysis

An actor can play multiple roles. Within each role, there can be multiple ways
for achieving a given goal. Each of these alternatives is composed of a different set
of tasks that will also lead to different access privileges. These privileges need to
be checked against principles such as Least Privilege and Separation of Duties. For
example, being the only Family Doctor of Jerry Potter, Dr. Jones have total access
(open, read, append, transfer) to the complete medical record of Jerry Potter, while he
has only read access to the old medical record of Mr. Smith created by his previous
physician Dr. Anthony. It is necessary to verify whether some expected properties are satisfied by the requirement model we have obtained in the various stages
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of the requirements process. Formal analysis techniques, such as model checking,
have proven to have great potential in requirement model specification and property
verification[20] . Here we demonstrate how a lightweight object modelling notation
ALLOY [28] can be used for the specification of an access control requirements model
respecting certain security and privacy relevant properties.
ALLOY is a general-purpose modelling language. We adapt it to the task of i∗
and RBAC schema specification and verification by providing it with the definitions
of i∗ and RBAC entities including subjects (which can be subdivided into agents,
roles and positions), goals, tasks and permissions (which are composed of objects
and operations) as well as relations among different entities. These definitions should
be written in ALLOY modelling language and loaded into the modelling system as
a macro library. Significant amount of effort has been spent to develop the macro
library based upon a common framework for RBAC schema specification.
We follow these steps when applying Alloy Analyzer to verify RBAC policies:
(1) specifying roles, positions, agents, agent-role and role-operation, operationpermission associations according to i∗ framework and RBAC semantics, (2) specifies static role/agent/position/goal/task/permission-centric separation-of-duty (SoD)
constraints as depicted, (3) verifies consistency between agent-role/role-operation/
operation-permission associations and static SoD constraints, (4) verifies consistencies between agent-role/role-permission associations and the algebraic properties of
RBAC schema in general and (5) searches for a plausible realization of the RBAC
schema. The ability of ALLOY to conduct satisfiability analysis using a built-in
Constraint Analyzer gives it an edge to support automatic schema verification.
module istarRBAC
sig Agents { /* Agent class declaration */
plays role: Roles, /* “plays” link in i* */
Conflict agent: Agents,/* Actors with conflict of Interest */
assigned: Permissions /* resource access permissions in the
system */
}
sig Roles { /* Role class declaration */
conflictRoles: Roles,/* Role-centric SOD */
inherits: set Roles, /* Set of roles that role inherits*/
has objective: Goals /* goals within the boundary of role */}
sig Goals { /* Goal class declaration */
achieved by task: Tasks /* means ends link in i∗ /}
sig Tasks {
need access: Permissions /* task-resource link in i∗ /}
sig Permissions { /* Resource class declarations that
represents access permissions */
exclusive: Permissions /*mutual exclusive access permissions*/
}{ /* mutual exclusion does not apply to itself */
all p: Permissions | not p::exclusive = p
no r: Roles | r in r.conflictRoles /*irreflexive*/
all a: Agents | no r1, r2, r3: Roles |
r1 in u.plays Role && r1 in r2.conflictRoles &&
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r2 in r3.inherits && r3 in u.plays Role
}
Some global constraints and properties that are hard to represent with i∗ can be
described as facts or functions in ALLOY. In the following, we specify two well-known
and good-to-have properties for a security and privacy protected system.
• Least privilege (need-to-know principle)[48]
Least privilege requires that only those permissions required for the tasks conducted by roles that an actor is playing are assigned to the actor.
fact LeastPrivilege {
all pm: Permissions | all a: Agents |
pm in a::assigned =>
pm in
a::plays role::has objective::achieved by task::need access
} /* For all agent a, all the permission pm assigned to a is needed by some task
to achieve some goal of some role that a is playing. */
• Separation of duties (mutual exclusive roles principle) [48]
Separation of duties ensures that a sensitive or critical process cannot be performed by a single actor, and mutually exclusive roles must be invoked. It is one of
the main mechanisms to control fraud and error in the context of automated systems.
fact SeparationOfDuties {
all a: Agents | all r1: Roles |
all p1:Permissions | some p2: Permissions |
some r2: Roles | r1 in a::plays role
&& p1 in r1::has objective::achieved by task::need access
&& p2 in p1::exclusive
&& p2 in r2::has objective::achieved by task::need access
=> not r2 in a::plays role
}
/* For all agent a, if a plays role r1 which need permission p1, then a cannot play
another role r2, which needs p2, an exclusive permission of p1. */
Thanks to the rich modelling expressions provided by i∗ framework, and the simplicity of the ALLOY notation and its embedded Analyzer, we were able to verify
these properties on the instance use cases, and we were able to verify whether the defined abstract access control policies such as the one in Fig.14 respect these properties.
By defining the negation of the expected principles, we may obtain counter-examples
of the model (e.g., an instance in which the agent is assigned permissions that are not
needed for the agents tasks). By analyzing the counterexamples, we can trace back
to the i∗ model, see why the principles are violated by the instance. Then we can
decide whether the problem originates from trivial modelling mistakes, or from conflicts between domain constraints and the general principle in question. The proposed
model checking technique is generally applicable for the verification of requirement
models. Since the size of the model is bounded by the scheme used, and it is not
always necessary to generate the whole model when checking certain property, the
model checking effort is tractable.

114

International Journal of Software and Informatics, Vol.3, No.1, March 2009

Figure 14. CHI requirements verified in i∗ and ALLOY

In summary, we have further extended the research results in Ref.[34] by integrated use of i∗ models with ALLOY, and use it to perform the following two tasks:
1. Develop an “abstract” access control schema and then verify the correctness
of different RBAC implementations against the abstract schema;
2. Specify the properties of entities such as agents, objects, roles and their
associations by asserting prohibitive and obligatory constraints, and then check the
consistency between the existing constraints and the future changes to the entities
and constraints.
5

Related Work Revisited

In summary, the Secure-i* method outlined in this paper uses semi-formal graphical models to facilitate and augment an integrated security development process by
enriching the reasoning support needed to arrive at decisions at each stage in the
process. The ontology in existing security models are intended for the automated
enforcement of specified security rules, e.g., to decide whether to give access. They
do not support reasoning about why particular models or policies are appropriate
for the target environment, especially when there are conflicting objectives and interpretations. Furthermore, many of the simplifying assumptions that formal models
rely on do not hold in real life[18] . The social ontology of strategic actors provides
a framework for reasoning about the use of such models from a pragmatic, broader
perspective.
Security management frameworks can be augmented by the modelling of strategic
actor relationships and reasoning about how their goals may be achieved or hindered
using Secure-i* approach. The explicit modelling of strategic relationships can provide a more specific analysis of sources of vulnerabilities and failures, thus also allowing countermeasures to be targeted appropriately. Using the strategic dependencies
and rationales, one can trace the impact of threats along the paths to determine which
business goals are affected. The impact on goals other than security can also be determined through the model since they appear in the same model. One can see how
security goals might compete with or are synergistic with other goals, thus leading to
decisions that take the overall set of goals into account. Using an agent-oriented ontology, one can determine which actors are most affected by which security threats, and
are therefore likely to be most motivated to take measures. Tradeoffs are done from
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the viewpoint of each stakeholder. This approach provides a good basis for security
requirements analysis which can mediate between business reasoning from an organizational perspective and system design reasoning from a technical perspective[21, 38] .
Further extensions could incorporate economic theories and reasoning[5] .
The social security modelling approach proposed in this paper can therefore complement UML-based approaches by supporting the early-stage requirements modelling
and reasoning that can then be propagated to the technical design stage, resulting
in design choices expressed in UML-like design notations. Stakeholder deliberations
and tradeoffs therefore are effectively conveyed to technical designers. Conversely,
the effect of technical choices can be propagated upstream to enable stakeholders to
appreciate the consequences as they appear in the stakeholders’ world.
As with UML extensions, IS modelling approaches tend to emphasize the notation needed to express security features in the requirements specification or design
descriptions and how those features can be analyzed. However, the notations (and
the implied ontology) do not provide support for the deliberations that lead up to
the security requirements and design. A social model that supports explicit reasoning
about relationships among strategic actors, as outlined in this paper, can be a helpful
extension to these approaches.
The responsibility modelling-based work[19] has a more explicit ontology of social
organizations. The emphasis is on the mappings between organizational actors and
the tasks or activities they have to perform. While actors or agents have responsibilities, they are not viewed as having strategic interests, and do not seek alternate
configurations of social relationships that favor those interests. The focus of attention is on functional behaviors and responsibilities. Security is treated as additional
functions to be incorporated, and there are no attempts to deal with interactions and
tradeoffs between security and other non-functional objectives such as usability or
maintainability. The social analysis in Secure-i* can therefore be quite complementary to these approaches.
As in the NFR framework, Secure-i* treats security as a softgoal, that do not have
simple yes/no satisfaction criteria. It extends the NFR–type of analysis by introducing
the social context to the security goal analysis. Security goals are evaluated only if
there is a second party involved, and the trustworthiness of the other party is in
question. Thus, one can see Secure-i* as an agent-oriented extension to the NFR
framework, in which security goal is not treated in isolation, but always analyzed
together with the actor it associates with and other concerns at all steps throughout
the process.
In both the KAOS approach and attack tree approach, security requirements
can only be derived as exceptions of regular goals and functions, while the approach
in this paper may conduct more proactive analysis from early requirements stage till
detailed design decision making phase. Security issues are traced to antagonistic goals
and dependencies among attackers and defenders.
Secure-i* takes a different approach by adopting existing modelling constructs
to support security and privacy requirements analysis rather making security specific
syntactical extension to the i∗ framework. Moreover, the extensions introduced by
the other work can be easily transformed into a model in Secure-i* expressing a same
meaning.
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In comparison to problem-oriented security analysis emphasis on concrete interactions between the system and environment entities, secure-i* support analysis at
the intentional level, the abstraction level is higher up. Integrating the two approaches
can potentially enables simultaneous consideration of the designer’s subjective intentions and the physical environmental constraints affects system security.
In addressing security requirements, the development of misuse/abuse cases can
be assisted by using goal analysis. Conversely, goal analysis can be made concrete
by considering positive and negative use cases and scenarios. Note that use cases
are better suited to later stages in requirements analysis since they assume that the
system boundary is already defined. Unlike the strategic actors in secure-i*, actors in
use cases are non-intentional and serve to delineate the boundary of the automated
system.
5

Discussion

Security issues are becoming major concerns in the design of software systems.
As new technologies and business models come into use in different socio-technical
contexts, security and privacy issues becomes even more complex. Therefore, tools
and methodologies providing systematic guidance and support to the design process
are much needed.
This paper proposes a methodological framework for dealing with security and
privacy requirements within an agent-oriented modelling framework – Secure-i*. The
main objective of the work is to define a set of security and privacy-specific analysis
mechanisms and integrate them into the usual requirements engineering process, so
that security and privacy requirements can be addressed together with other functional and non-functional concerns early on. The concepts provided by the security
extended analysis based on i∗ language make it possible to analyze security issues
within their (natural) social context, leading to a systematic way of deriving vulnerabilities and threats. Moreover, the combined use of goals and agents in i∗ models
makes it possible to conduct different countermeasure analyses, such as counteracting malicious intentions, addressing vulnerabilities, and defending against attacking
techniques.
The proposed methodological framework can be used for a top-down security requirements analysis process, or a bottom-up process that helps assess existing designs.
The qualitative goal-based evaluation techniques facilitate trade-off analysis of security and other competing quality requirements, such as cost and performance. Model
checking techniques can be applied at various stages of the requirements process, so
that desired properties can be checked as the requirements models unfold.
We are currently applying the proposed modelling approach to real-life case studies, such that the scalability and tractability of the techniques can be further studied.
A next step of this work is to further integrate the existing modelling tools to give
more quantitative, systematic and easy-to-use supports to the proposed reasoning on
security.
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